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Sammendrag

En tjenesteorientert arkitektur kan muliggjere semlgs informasjonsutveksling, og er saledes viktig
for & oppna selve grunnprinsippet bak Nettverkshasert Forsvar. Web services er i skrivende stund
den mest vanlige maten & implementere en tjenesteorientert arkitektur pa. Problemet er at Web
services er utviklet for bruk pa Internett, og dermed er optimalisert for en helt annen
nettverkstype enn den man finner i militere taktiske nettverk.

Denne rapporten inneholder en artikkel vi har publisert i oktoberutgaven til IEEE
Communications Magazine i 2007, en spesialutgave med fokus pa militeer kommunikasjon. |
artikkelen presenterer vi mulige lgsninger (og gjenverende utfordringer) pa veien mot a ta i bruk
en tjenesteorientert arkitektur ogsa pa det taktiske nivaet. Malet er  kunne utnytte fordelene ved
en tjenesteorientert arkitektur pa alle nivaer i Forsvaret, fra strategisk til taktisk niva.
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English summary

The principles of network enabled capability highlight the need for seamless information
exchange. The service oriented architectural paradigm has been recognized as one of the key
enablers to achieve this. At the same time, Web services have become the de facto standard for
implementing service oriented architecture. However, these technologies have been developed for
environments with abundant data rates, environments which are very different from military
tactical networks.

This report contains our article in the October issue of IEEE Communications Magazine in 2007,
a special issue on Network-Centric Military Communications. In this article, we present possible
solutions and remaining challenges on the way toward also realizing service oriented architecture
on the tactical level. Our goal is to make it possible to take advantage of the benefits promised by
this architectural paradigm at all military levels, ranging from strategic to tactical networks.
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Introduction

In this report, we present our paper titled ”Using Web Services to Realize Service Oriented
Avrchitecture in Military Communication Networks”, which was published in IEEE
Communications Magazine in October 2007.

The paper addresses some of the challenges we have foreseen in adapting Web Services for use in
tactical networks. Topics include:

Asynchronous communication: publish / subscribe
Compression

Optimized data representations

Using MMHS as a transport layer for Web Services
Proxy servers

Service registry

Quality of Service issues and adaptation

The paper mainly presents research ideas and challenges, and we are currently pursuing many of
the open issues we pointed out there in our current efforts in project 1086 “Secure pervasive
SOA”. See Appendix A for our contribution to IEEE Communications Magazine.

FFl-rapport 2007/02341 7



Appendix A The publication

The following pages present our publication as it appeared in IEEE Communications Magazine.
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NETWORK-CENTRIC MILITARY COMMUNICATIONS

Using Web Services to Realize Service
Oriented Architecture in
Military Communication Networks

Ketil Lund, Anders Eggen, Dinko Hadzic, Trude Hafsge, and Frank T. Johnsen,
Norweglan Defence Research Establishment

IEEE Communications Magazine + October 2007

ABSTRACT

The principles of network enabled capability
highlight the need for seamless information
exchange. The service oriented architectural
paradigm has been recognized as one of the key
enablers to achieve this. At the same time, Web
services have become the de facto standard for
implementing service oriented architecture.
However, these technologies have been devel-
oped for environments with abundant data rates,
environments which are very different from mili-
tary tactical networks.

In this article, we present possible solutions
and remaining challenges on the way toward also
realizing service oriented architecture on the tac-
tical level. Our goal is to make it possible to take
advantage of the benefits promised by this archi-
tectural paradigm at all military levels, ranging
from strategic to tactical networks.

INTRODUCTION

Shared situation awareness among military units
is essential for network-enabled capabilities
(NEC) operations. This requires increased access
to information to ensure that the units that best
can utilize the information have access to it. In
addition, NATO's new operational environment
and focus on rapid reaction, demands more
adaptive and efficient solutions for information
exchange, to quickly create and dynamically
update a relevant operational picture. In NATO,
there is a focus on the establishment of a service
ortented architecture (SOA) to enhance interac-
tion within the allied forces. SOA is a way of
making military resources available as services so
they can be discovered and used by other enti-
ties that need not be aware of these services in
advance.

The NATO NEC feasibility study (NNEC
FS) [1] was created to help develop a NATO
concept to adapt national concepts such as the
U.K. NEC and U.S. network-centric warfare to
the NATO context. One of the main goals of
this study is to establish a strategy and a
roadmap for developing the communication and
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information systems aspects of NNEC. The
NNEC FS states that an information infra-
structure for NNEC must support all the com-
munication requirements of the member nations’
forces, and it specifically mentions communica-
tion among people, such as the capability to sup-
port shared situation awareness and end-to-end
quality of service (Qo§).

The study also recommends the architectural
principles and the technologies that are most
suited to implement such an information infra-
structure. One of the most important recommen-
dations made is that this infrastructure should be
implemented as a SOA. [t also recommends the
use of IP as a common protocol to be used in all
network types. The chosen technologies facilitate
easier interoperability both across network types
and across national systems.

SOA is most commonly realized through
Web sewices, using XML formarted documents.
This technology is defined in a number of stan-
dards and although this standardization work is
ongoing, Web services remain the most mature
SOA implementation technology. However, Web
services are designed to be used over high band-
width networks, rather than in limited-capacity
military networks. In addition, the XML docu-
ments tend to be large, containing significant
overhead.

In NEC, the challenge is to enable users to
exchange information with each other at all
operational levels. This includes users in the
field who only communicate with others over
disadvantaged grids (tactical communication sys-
tems with low data rate, high delay, and frequent
disconnections). Radio systems such as HF or
VHF may have a data transfer rate lower than 1
Kb/s in practice, due to the need for long range
signals and jamming resistance. In addition,
some radio systems suffer from long turn times
for directional changes, plus long set-up times
for connections. However, we think that there
are measures that can be taken to use SOA tech-
nologies over disadvantaged grids. Some of these
measures are described in this article, which
focuses on the use of Web services in tactical
networks.

0163-6804/07/$20.00 © 2007 IEEE 47
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SOA anD WEB SERVICES

SOA is a concept that enables resources to be
provided and consumed as services, allowing for
dynamic information sharing between military
units. Web services are currently the preferred
technology for implementing a SOA. The main
functional components of Web services are the
service provider, service consumer, and service
registry, as illustrated in Fig. 1. A service
provider can publish the services it is willing to
share with others in a service registry that
announces their availability. A service consumer
may browse the service regisiry to retrieve the
relevant announcements that describe where and
how the services may be invoked.

Web services are based on a set of XML-
based standards. Three of the basic specifica-
tions are Simple Object Access Protocol
(SOAP), Web services description language
{WSDL), and universal description discovery
and integration (UDDI).

SOAP is the XML messaging protocol used
for transport of information between the Web
services components, An important property of
SOAP messages is that they can be delivered
over a number of application, transport, and net-
work protocols. Today, HTTP is normally used
for transporting the SOAP messages between
hosts. Other possible protocols are Simple Mail
Transfer Protocol (SMTP), military message
handling systems (MMHS), File Transfer Proto-
col (FTP), Java messaging service (JM$), and so
on.

The service registry is often realized using
UDDI, which provides mechanisms for publish-
ing and discovery of services. More specifically,
UDDI provides access to the WSDL documents
describing the protocol bindings and message
formats required to interact with the Web ser-
vices listed in its directory. UDDI can be used
for both design-time and run-time discovery of
services.

One of the main aspects of Web services is
the loose coupling of entities that allows for the
adaptivity required in NEC. In a SOA, con-
sumers and providers need not know each oth-
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ers’ locations: they need only know where the
service registry is. Likewise, the service registry
need not know in advance where the consumers
and providers are located. Because minimal pre-
planning is required, the following is possible:

+ Basier sharing of information

* Faster fielding of new technologies

* Dynamic reconfiguration of functionality

* Ad hoc organization of entities

PUBLISH/SUBSCRIBE

The publish/subscribe principle makes it possible
to link together data producers and data con-
sumers into loosely coupled, scalable, and
dynamic networks. One of the advantages of
publish/subscribe is asynchronous communica-
tion; after creating a subscription on a specified
topic, data automatically is delivered to sub-
scribers when it is produced. There is no require-
ment to poll the producer to check if any new
data is available, which would be required if
using the classic request-response interaction
pattermn,

Currently, there are two publish/subsecribe
standards for Web services: WS-notification
from the Organization for the Advancement of
Structured Information Standards (QASIS) and
Wh-eventing from the World Wide Web Con-
sortium (W3C). The two standards offer similar
functionality to realize the publish/subscribe pat-
tern using Web services. [t is important to note
that both WS-notification and WS-eventing in a
normal configuration apply a point-to-point mes-
sage distribution: for each notification to be
transferred, a separate transport level connec-
tion is set up. In larger scenarios with many sub-
scribers, this could prove to be a bottleneck in
the system. Therefore, multicast distribution
mechanisms and more efficient transport level
communication must be considered in such
CAHses.

Another important aspect of publish/sub-
seribe is QoS. In a military context, coalition
members must rely on each other’s systems to
receive meaningful and correct data at the right
time. However, current publish/subscribe stan-
dards for Web services do not specify any Qo§
and flow control parameters for the publish/sub-
seribe communication mechanism.

RELATED WORK

The idea that Web services also are suitable for
military applications is supported both by NNEC
FS, and the Network Centric Operations Indus-
try Consortium (NCOIC), Standardization
efforts are being undertaken by two organiza-
tions, OASIS and W3C. As current research
shows, NEC enabled by Web services can be a
great benefit to the war fighter [2], but there are
also a number of new challenges that arise, as
we show in this article. Other research groups
have pointed out several inherent problems that
can arise when indiscriminately adopting Web
services [3].

Although Web services are suitable at the
strategic level, it also is desirable to push them
all the way out to the tactical level. This is also
stressed by [2] that states, “As network capacity
will often be a limiting factor, the networking
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systems must be dynamically managed, through
both information management and adaptive net-
work management to ensure maintenance of
force responsiveness under high network loads.”
However, technical aspects are not discussed in
this work.

Within NATO, a research task group (RTG-
012/18T-030) has performed a four-year study of
mformation management over disadvantaged
grids [4]. The group has limited its scope to a
national context, that is, interoperability is not
an issue. Using SOA in a military context, which
is the main focus of our work, is not addressed.
However, the group has identified important
requirements for enabling information exchange
in disadvantaged grids, and this also is an input
to our work.

ENABLING WEB SERVICES IN
DisADVANTAGED GRIDS

XML and Web services have a considerable
amount of information overhead and therefore
are not a very efficient means of communication
in disadvantaged grids, if used as is. The result-
ing communication delay would be unacceptable
both for end users and also for lower-level delay-
intolerant communication protocols. In addition,
both HTTP and UDDI have properties that are
incompatible with the characteristics of tactical
networks. We investigated techniques and mech-
anisms that can contribute to making the use of
Web services feasible in disadvantaged grids and
identified where further research is required.

COMPRESSION

The main challenge of XML in the context of
disadvantaged grids is the large overhead [5].
We have considered two types of techniques for
reducing the size of XML documents: general
compression and binary XML. General compres-
sion techniques, such as GZIP, can compress
any kind of data, both XML and non-XML;
binary XML operates only on XML data. The
main advantage of binary XML is that the docu-
ments remain structured, although represented
in a compact binary format, This means that
software applications can parse and modify the
binary XML documents directly, without con-
verting back to text-based XML. Because of this,
binary XML also may lead to faster document
processing and fewer memory and CFPU require-
ments, which is especially advantageous on
maobile devices.

Today, there are several binary XML initia-
tives, including Fast Infoset from Sun Microsys-
tems and Efficient XML from AgileDelta. The
W3C working group, Efficient XML Inter-
change, currently is working on standardization
for a binary XML format.

We performed measurements of compression
rate for several techniques, by compressing
XML-encoded command and control informa-
tion exchange data model (C2IEDM) [6] tracks
ranging in size from 5 KB to 539 KB. The results
arc summarized in Fig. 2. Schema-based Effi-
cient XML yields the best compression on mes-
sages smaller than approximately 50 KB, while
GZIP performs best on larger files.
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Our experiments show that XML is very com-
pression-friendly and in many cases, more than
95 percent compression can be achieved. There-
fore, we consider the use of compression a
requirement when using Web services in disad-
vantaged grids. As part of our NATO Coalition
Warrior Interoperability Demonstration (CWID!
2007) experiments, we have evaluated the effec-
tiveness of various compression algorithms in the
context of the NATO friendly-force information
system (NFFI) [7]. The NFFI XML documents
also are compression friendly but because of the
more efficient data representation, the compres-
sion ratio was lower than for C2IEDM. Still, the
more tracks contained in an NFFI message, the
better the compression ratio.

OPTIMIZED DATA REPRESENTATION

For example, when using Web services for build-
ing a common operational picture, large amounts
of mformation must be transferred over the
available communication infrastructure. We
already have shown how compression can be
used to significantly reduce this amount: howev-
er, given the resource situation on the tactical
level, we still must use all possibilities for reduc-
ing data traffic.

One such measure is to optimize the informa-
tion model. In other words, we must ensure that
the data representation of the information to be
transferred is as efficient as possible. In earlier
experiments |8], we used a subset of the object-ori-
ented XML version of the C2IEDM. This is a data
model that was machine-generated from a relation-
al schema and not optimized with respect to effi-
ciency in information representation. Our
experiments with this model showed that the model
imposes a considerable overhead when used for
sending messages. As an illustration, we optimized
the model and achieved a reduction in size of more
than 60 percent without losing mformation,

On the other hand, an important aspect of
SOA is interoperability and especially for opera-
tions involving multiple nations, it is important
to use a standardized data model for informa-

12

I NATOQ Coalition War-

rior fnteroperability

Demonstration (CWIL) is
an annual event designed
to improve interoperability

within the alliance.
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tion exchange. This means that information rep-
resentation currently is a tradeoff between rep-
resentation efficiency and standardization. Thus,
in a military context, there is clearly a need to
establish an efficient and standardized data
model, and one possible starting point could be
NFFL

DATA EXCHANGE

After an efficient data representation is estab-

lished, the next step is to ensure efficient data

exchange. The main point here is to take advan-
tage of the properties of the underlying network
to achieve a more efficient data transfer.

Our focus is on disadvantaged grids. Mea-
surements have shown that for such networks,
there is a connection between packet size and
achievable data rate. In [9], performance testing
of military HF systems showed that with a pack-
et size of 2-5 kB, only 30 percent of the maxi-
mum throughput was achieved. This means that
we want to send as small amount of data as pos-
sible, but at the same time, we do not want to
send packets that are too small. This picture is
further complicated by the fact that tactical net-
works can have a relatively high error rate. In
such cases, increased packet size increases the
negative effect of packet loss, since more data
must be retransmitted. Admittedly, this can be
alleviated using forward error correction (include
redundant information to enable reconstruction
of damaged packets), but this also will increase
the amount of data to be transferred. Finally, we
want to keep the number of changes in transmis-
sion direction at a minimum, because the
tumaround time often can be quite high.

In [6], three different mechanisms for infor-
mation exchange are described.

* Referentially complete message information
exchange means exchange of self-contained
XML documents. Using Web services, this
mechanism can be realized using either a
traditional request-response mechanism or
a publish/subscribe mechanism.

* Replication-based information exchange
implies that the participants first perform
an mitial exchange of data in order to start
off with identical data sets, Subsequently,
only updates are exchanged between the
parties using push technology, that is, pub-
lish/subscribe when using Web services.

* Query based information exchange can be
compared to traditional request-response
information exchange and is also realized
this way in Web services. One party
requests information from another by sub-
mitting a query, which in turn returns the
result of this query.

Intuitively, replication-based information
exchange seems most suited, because both the
amount of information sent and the number of
direction changes are kept at a mmimum. How-
ever, the fact that the internal structure of the
database is exposed when using this mechanism
means that interoperability could become an
issue, for example, when dealing with coalition
operations. In addition, the replication concept
1s not ideal, seen from a SOA point of view,
where everything should be context-independent
services. Therefore, we used a hybrid solution,
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where we used push-based exchange of NFFI-
messages to keep our databases synchronized.
As described earlier, we can reduce the message
size considerably by using compression, making
it feasible to also use this solution in disadvan-
taged grids.

COMMUNICATION SOLUTIONS
To fully support the NEC vision, the SOA ser-
vices must be made available to users at all oper-
ational levels. One of the challenges in this
context is to use Web services over the hetero-
geneity of communication systems used in the
different operational levels in a military network.

HTTP is the bmding protocol normally used
for transport of SOAP messages. It is syn-
chronous, which means that when a SOAP
request is sent, the HTTP connection is kept
open until the SOAP response is returned in the
HTTP acknowledgement. If the connection
times out because of delays or for any other rea-
son, there will be a problem routing the SOAP
response back to the service consumer, There-
fore, using HTTP over disadvantaged grids or a
combination of heterogeneous networks does
not work well.

A better solution is a store-and-forward over-
lay network that can cope with the differences
(e.g., data rates, delays, and frequency of discon-
nections) of military communication networks.
Such an overlay network must be asynchronous
and message-based, because it will be necessary
to store and forward the information in transit
between the networks.

Standardization Agreement (STANAG) 4406
ed. 2 (54406) is a NATO standard for MMHS
and defines three protocol profiles adapted to
different communication networks. Systems
compatible with the S4406 standard have been
and are being implemented widely by NATO
nations and by the NATO organization.

The original connection-oriented protocol
stack defined in 54406 Annex C was developed
for strategic high data rate networks and is not
suitable for channels with low data rate and high
delays. Therefore, the protocol profiles TMI-1
and TMI-4 were developed for use over disad-
vantaged grids, With the inclusion of these pro-
tocol profiles in Annex E of 84406, a common
baseline protocol solution exists that provides
for the use of MM HS in both the strategic and
tactical environments.

For each of the three protocol profiles, Table
1 shows the approximate overhead in bytes per
message, together with the number of changes in
transmission directions, during one message
transmission.

In addition to military messaging, MMHS
also can be used as an infrastructure for inter-
connection of other applications (e.g., Web ser-
vices). In this perspective, the MMHS can be
viewed as an overlay network that can tie the
Web services applications together and be used
over communication systems with different qual-
ity and data rate. The benefits of using MMHS
in this way can be summarized as follows, It pro-
vides:

* Reuse of an already established messaging
infrastructure in NATO and the NATO

nations.
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* Three protocol profiles that can be used to
tailor the messaging system to the commu-
nication networks (simplex, half duplex, or
duplex). All protocol profiles are compati-
ble at the message level. Two of the proto-
col profiles are very bandwidth-efficient.
Suppert for both reliable and unreliable
transmission.

* An asynchronous store-and-forward system,
able to traverse different communication
networks.

Support for priority and pre-emption mech-
anisms for handling time-critical informa-
tion.

Support for both multicast and unicast of
messages.

An MMHS message transfer agent (MTA) is
a switch in the message transfer system. It is a
store-and-forward application and can be used
as a gateway between the strategic and a tactical
messaging system. The MTA can have a triple
protocol stack, implementing both the strategic
connection-oriented protocol profile and the two
tactical protocol profiles. Therefore, this MTA
can route messages between infrastructure wide
area networks (WANSs) and low data rate tacti-
cal links (Fig. 3). When using the MMHS for
transfer of SOAP messages, the MTAs and the
Web services functionality are integrated, and
therefore, there is no additional delay for check-
ing or connecting to a message store.

-

PROXY SERVERS

A proxy is a unit that functions as an intermedi-
ary between two communicating parties. A
proxy operates on the application layer (layer 7
in the open systems interconnection (OSI)
model}, which means that a proxy has access to
more information than a router or a firewall
that operates on lower layers of the OS] model.
enabling it to employ more advanced (content-
based) techniques, for example, when filtering.
At present, we are unaware of any proxy solu-
tions that support Web services, We are cur-
rently researching how proxy techniques
employed for Web pages on the Internet can be
adapted for use with Web services in disadvan-
taged grids,

Disadvantaged grids are characterized by low
bandwidth and frequent disconnections, making
the use of proxies worthwhile. We are consider-
ing content adaptation and filtering and also are
looking into caching techniques that can further
improve system response times and reduce band-
width requirements. An important advantage is
that bandwidth is saved between server and
proxy, giving the system greater scalability.
Caching also increases availability, because a
copy is accessible in the proxy even if the origin
server is unavailable. Furthermore, the proxy can
adapt the mode of transmission to better utilize
the transmission medium between itself and the
clients, which can lead to a substantial reduction
n bandwidth requirements; for example, by uti-
lizing multicast when relaying notifications as an
intermediary in a publish/subscribe service. A
disadvantage is that the proxy becomes a possi-
ble single point of failure in the network, and it
may become a bottleneck in the system if the
processing it performs is computationally expen-
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sive. This last point is less of a problem in disad-
vantaged grids, because processing power is
abundant compared to the very limited network
resources that are available.

SERVICE REGISTRY

UDDI does not seem to be the ideal solution in
a tactical environment (note that here we focus
on run-time discovery, not design-time discov-
erv). A UDDI registry is a centralized solution,
while a tactical network represents a distributed
and very dynamic environment. It is likely that a
centralized registry will be unavailable at times,
if there is no network path between the client
and the registry. Having multiple synchronized
registries probably is not a good solution,
because the synchronization process itselfl would
create too much traffic for a tactical network.

In addition, services come and go all the
time, and therefore it will be difficulr to keep the
registry updated at all times. Thus, there is a real
risk that a client will be directed to a service that
1s no longer available. Also, if the service pro-
viders are to keep the registry updated at all
times, this can create considerable network traf-
fic.

Consequently, more research is required to
provide suitable solutions for service discovery in
tactical environments. In particular, we believe a
decentralized, low-overhead solution is required,
and one possible approach could be the mulri-
cast-based WS-discovery specification.

QoS AND ADAPTATION

In disadvantaged grids, it is important to utilize
the scarce resources as efficiently as possible.
Therefore, often it will be advantageous to adapt
or even reconfigure the application and system
according to the prevailing conditions to main-
tain an acceptable QoS. Different types of data
will traverse the same network and compete for
the same resources. Not all data is equally
important and as it may not be possible to satisfy
the needs of all users simultancously, one should
categorize the nformation according to priority.
For example, important orders should be relayed
quickly through the system, whereas routine
information can be delayed or in some cases
even discarded.

As part of our NATO CWID 2007 experi-

ments, we looked at filtering of NFFI messages.
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B Figure 3. Seamiess interconnection of Web services over heterogeneous communication networks by using

MMHS as an overlay network.

The simplest form of filtering was to discard all
track information that was outside a squad’s
area of operation. Only information that was
valid and relevant was transmitted to the squad,
thus saving resources on the tactical network. In
addition, we further reduced network traffic by
filtering messages at varving intervals. Tracks
close to the squad’s position were sent most
often, with decreasing frequency as one moved
further away from the squad. This ensured that
information about units close to the squad was
always up to date, while still being aware of what
was going on a bit further away although with
coarser time resolution. All messages that were
outside the map view were discarded, thus avoid-
ing the wasting of bandwidth.

This experiment is an example of adaptation
of the application to provide best possible QoS
in an environment with scarce resources. In this
case, the adaptation was static, but 1t can be
extended in a relatively easy way to dynamically
adjust the update rates according to the avail-
able network bandwidth,

In a Web services context, an application to a
large extent is a collection of individual services,
and therefore, the task of configuring an applica-
tion consists of selecting the best implementa-
tions of the different service types. At design
time, it is difficult to predict the correct configu-
ration of an application; information about the
resources that are available and in what quantity
is only available at run time. Therefore, we need
functionality for automatically configuring appli-
cations based on resource availability and user
requirements. These issues are subject to further
research.

CONCLUSION

In this article we discussed different aspects of
using Web services to realize SOA in NEC.
Today, the most common implementation of
SOA is Web services based on XML and
SOAP, but it is primarily designed for use on
the Internet, that is, in networks with high
data rates. Our focus is how to apply this tech-
nology in disadvantaged grids. We have inves-
tigated different ways of reducing XML
overhead and suggest using 54406 instead of
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HTTP as the transport for SOAP messages on
the tactical level,

We also suggested additional ways to improve
the system performance, such as using compres-
sion, optimizing the message representation and
content, and also by introducing proxies. Howey-
er, as we have shown in this article, adapting
Web services for use in disadvantaged grids is a
challenging task, and much work remains before
we can take full advantage of the benefits
promised by SOA on the tactical level.

Finally, it is impaortant to keep in mind that
Web services will never be the most efficient
information exchange technology. Thus, the
interoperability and flexibility gained through
the use of Web services must be traded against
the reduced communication efficiency, It may be
that there is a lower bandwidth limit, below
which Web services are no longer feasible, and
where other mechanisms must be employed to
realize SOA.
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